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1. Introduction

The discovery of electronic evidence or e-Discovey become a key focus in product

liability litigation both in courts in the US andoaund the world. Recent amendments to
and the creation of e-Discovery law in the fornsttutes, cases, and court rules shows
that the law is finally catching up with the rei@g of the Information Age.



e-Discovery or the discovery of electronically stinformation (ESI) is generally
understood as the act of preserving, collectingparing, reviewing, and producing
electronic documents and data during civil litigati Since the vast majority of
corporate documents now are kept in electronic fe+iscovery may very well soon
overtake "traditional discovery" in terms of impante, volume and cost to the parties
and the courts. The practitioner not only needsetaware of the applicable rules
governing e-Discovery, but also needs to be ablmptement best practices when
conducting e-Discovery and avoid its pitfalls.

This article will provide the reader with a veryddy summary overview of e-Discovery
laws, cases, and principles and describe the dumeds and outer boundaries of the
major points of the law in this rapidly changingrakent of the discovery procesk
addition, this article will offer the reader praeti tips in dealing with e-Discovery on a
global scale.

2. e-Discovery is here and here to stay

Pre-trial discovery is an important process in@dpct liability case in any jurisdiction,
but perhaps nowhere more so than in the US wheealltiscovery demands, loose
standards of discoverability, strict time limits froduction, and "person most
knowledgeable" depositions on factual and now c@feol T issues, etc. can and do
dramatically affect the conduct and outcome of lgigation. Until a dispute arises
between the parties, discovery in the US remanggelg unsupervised by the courts.

a. Discoverability of ESI in the US

In the US, the standard for discoverability is gatlg that the discovery must be
"reasonably calculated to lead to the discovergdrhissible evidence" — the
information sought need not itself be admissiblbaaliscoverabld=ed.R.Civ.P.
26(b)(1) Parties may seek discovery of all informationévant” to the subject matter
of the litigation — a process that has often bezstdbed as "casting a fishing net" to
see what you "catch." In addition to the broad @iscability standards, a company also
faces short and strict time limits for productigenerally between only 15-45 days
within which to search, organise, evaluate, obje@nd produce all materials relevant
to the discovery requests and demands. In addiioights of written discovery, US
discovery rules give litigants a right to conductla@uestioning under oath of company
representatives who have knowledge of the subjattiemof the litigation and/or the
subject matter of the discovery. Increasingly, theans depositions of "persons most
knowledgeable" in corporate IT departments, whosalgoenaed to testify about and
explain corporate electronic document retentionmaead methods, policies and
procedures.

Given the adversarial nature of US litigation, maages are also fraught with
discovery disputes that have to be carefully pregpdry the parties and decided by the
courts. Until the revisions to the US Federal Rate€ivil Procedure came into force
on December 1, 2006, binding rules and helpful glingés regarding e-Discovery
practice were few and far between, and e-Discoway— and in many US state courts



still is — often regulated only by case law, whigtessarily led to more such disputes
arising. This is beginning to change — in the U8 elsewhere.

b. e-Discovery rules in the US federal courts

On April 12, 2006, The US Supreme Court unanimoagplyroved e-Discovery
amendments to the Federal Rules of Civil Procethaehad been under debate in the
US since September 2005. These rules came inte or®ecember 1, 2006. The
amendments affect Rules 16, 26, 33, 34, 37 arfd 45.

In the context of global products litigation in W&leral courts, counsel must now meet
and confer to resolve e-Discovery issues, includimegscope of preservation, the types
of technologies involved, and the form of produetim every lawsuit. This means that
counsel has an affirmative duty to become intinyafi@iiliar with each and every
client's manner, methods, processes and proceflurssring and maintaining
electronic documents — a trend present in all e&d®sry regulations.

e-Discovery best-practices also require the creatial maintenance of an "electronic
information system" — primarily via an ongoing downt retention policy capable of
being suspended on short notice via an approgii@g@tion hold.

In addition to the US Federal Rules of Civil Pragexr) many US federal courts have
enacted local rules specifically governing the ovs&ey of ESI, and others are
considering them. Of the 94 US District Courtdeast 38 presently have specific local
e-Discovery rules in effetor "Default Standards for ESI". In addition, cétta
individual courts and judges have their own e-Digey rules and forms. In 2007, the
Federal Judicial Center released its "Managing @iscy of Electronic Information: A
Pocket Guide for Judges".

c. e-Discovery rules in US state courts

In addition to amendments to the US Federal Rul€5wl Procedure, many US state
courts have enacted or are considering e-Discastatytes, rules and guidelines. As of
February 2008, Arizona, California, Connecticughd, lllinois, Indiana, Louisiana,
Maryland, Minnesota, Mississippi, Montana, New Haimpe, New Jersey, New York,
North Carolina, Texas and Utah state courts aletether court rules or statutes
affecting e-Discovery. Arkansas, California, thestdct of Columbia, Nebraska, New
Mexico, Ohio and Washington are evaluating proposézs. In August 2006, the
Conference of Chief Justices of the US state cassteed an updated and detailed
"Guidelines for State Trial Courts Regarding Disegvof ESL." In December 2007, the
National Conference of Commissioners on UniforntéStaws approved its "Uniform
Rules Relating to the Discovery of Electronicaltpi®d Information”, which advocates
the adoption of e-Discovery rules in all US statarts.

d. e-Discovery outside of the US

Courts and entities outside of the US have alsgessules and guidelines related to e-
Discovery. To date, all common law countries haw@ae form of e-Discovery
regulations and provisions. For example in the thi€, October 2005 amendments to
the Practice Direction to UK Civil Procedure Rult8% brought e-Discovery and



electronic disclosure to the fore for UK companimeslved in litigation and those
conducting discovery in the UK. Companies and tlegjal advisers not only have to
examine how electronic documents are created,dsteearched and retrieved in
litigation, but they also have to be aware of avitbiv the guidelines for e-Discovery at
the very earliest stages of litigation. UK courésvé even interpreted the e-Discovery
rules to include the creation and production obrépon ESI.

The Supreme Court of Ireland reached a similarlr@sldome Telecom, Ltd. v. Eircom,
Ltd. (2007) IESC 59. In this competition case whicle@dd discriminatory phone
charges, Dome sought discovery of the total minoteslls to certain toll-free numbers
from Eircom. While the court refused to order tieation of the report in this case,
holding the discovery unnecessary and dispropatert did hold that "[ijt may ... be
necessary to direct a party to create documentsiégach documents do not exist at
the time the order is made."”

UK and Irish treatment of a litigant’s e-Discovelyties are clearly more expansive
than US e-Discovery jurisprudence to date: in tisedlitigant need only produce
responsive documents and things in its custodycanttol and need not create evidence
for production.

In Canada, the Province of Ontario issued its "@lines for the Discovery of

Electronic Documents in Ontario" in November 198%asponse to a Report of the
Task Force on the Discovery Process in Ontarioughdhese Guidelines are not
enforceable directly, they "may aid in the enforeatrof agreements between parties or
provide the basis for court orders."

In Australia, the Federal Practice Note on DocunMabagement, Discovery and
Electronic Trials will come into effect on July20Q08. The Practice Note will apply to
all cases where the volume of discovery is readgratiicipated to exceed 200
documents. Its purpose is to provide a frameworldiecovery of both paper and
electronic documents and to facilitate the useofihology to increase litigation
efficiency. In addition to the Practice Note, theu@ also issued the following Related
Materials: (a) the Pre-Discovery Conference ChetkPDCC); (b) the Default
Document Management Protocol (DDMP); (c) the Samyoleanced Document
Management Protocol; (d) the Pre-Trial ConferenbedRlist (PTCC); and (e) the On-
line feedback forum and email distribution list.

Other — primarily civil law — jurisdictions and tti#J have on the books either
legislation, binding court rules or guidelines tlweess the maintenance, storage,
transfer and use of ESI in civil litigation. Moshit the information available to parties
seeking discovery in litigation, including to prot@ersonal privacy.

Upon examination of the rules and guidelines, soaremon themes emerge: (1) the
duty of counsel to become familiar with a cliemfsctronic management system; (2)
the client's duty to preserve electronic documemt®re the term "documents” has a
broad definition; (3) how one should go about eimgupreservation; and (4) the
necessary balancing in assessing proportionaldycasts in the e-Discovery process.
In addition, the failure to properly provide e-Dosery often leads to severe sanctions,
and there are significant privacy and other conatitens that all counsel need to take
into consideration in the face of international isdovery.



3. Counsel’s duty to know: what are we even dealingith here?

The e-Discovery rules, laws, and court decisiomslbd down to date either expressly
or implicitly impose a clear, affirmative duty dmet part of counsel to research and
understand the details of the corporate clientems management and IT systems as
they relate to e-Discovery demands.

For example, the US District Court for the Dista¢tkansas Electronic Discovery
Guidelines state that "counsel should become krayelable about their clients’
information management systems and their operatictyding how information is

stored and retrieved. In addition, counsel shoulttera reasonable attempt to review
their clients’ electronic information files to astan their contents, including archival,
backup, and legacy data (outdated formats or méddssally, all of this should occur
prior to the beginning of the traditional discov@mnpcess, and perhaps even prior to any
litigation, especially for in-house counsel.

Counsel’s duty to be familiar with their clientaformation management systems is a
common theme in the rules and guidelines becaestr@hic information is, by its very
nature, fragile and transient — merely clickingsodocument can lead to data alteration
or destruction. In order for counsel to ensure thatcompany can properly preserve
electronic information for production in litigatipnounsel must know what the
company has, where it is stored, how it is stoaed, who is responsible for it.

4. Document preservation: okay, but can a companyver destroy anything?

One very hotly contested e-Discovery issue is éxadten a duty to preserve ESI
arises and under what circumstances a companysstroy potentially relevant and
discoverable business records.

The US Court of Appeals for the Fourth Circuit leaplained that "[t]he duty to
preserve material evidence arises not only durtigation but also extends to that
period before litigation when a party reasonablyudtt know that evidence may be
relevant to anticipated litigationSilvestri v. General Motors Cor®2,/71 F.3d 583, 591
(4th Cir. 2001). This principle also clearly appli® ESI. In one recent cagae v.
Norwalk Community Colleg007 WL 2066497 (D.Conn. Jul. 16, 2007), the tour
held that the duty to preserve arose at the latksh the defendant received the
plaintiff's demand letter from her attorney, oveotmonths prior to the plaintiff filing
her complaint.

The court indicated that the duty to preserve aedttendant duty to issue a litigation
hold may even have arisen seven months’ prior tbevehen the parties first met to
discuss the issues related to the lawsuit — tleg@dl sexual assault of the plaintiff by
the defendant’s employee, a professor at the GallegtheDoe case, the defendant
had, pursuant to its "normal practices", "scrublied"professor’s hard drive after he
left the College. In addition, a later forensicrebeof certain other employee’s hard



drives revealed that pre-incident e-mails, whiah plaintiff alleged would have shown
the defendant’s actual knowledge of the professmrtgluct prior to her incident, had
been altered or destroyed — also pursuant to Gofedicy.

The College had not issued a litigation hold, rexd It directed key players to search for
and/or preserve records relating to the case. ®td altimately granted the plaintiff's
request for an adverse inference instruction vatpect to the destroyed evidence and
awarded Doe her reasonable attorneys’ and exgees’and costs for pursuing the
motion and investigating the spoliation of evidence

Outside of the US, the same principles apply. kan®le, the Ontario Guidelines
provide: "As soon as litigation is contemplatedtoeatened, parties should
immediately take reasonable and good faith stepsaserve relevant electronic
documents.” The duty to preserve, however, is heblate. The Guidelines recognise
that "it is unreasonable to expect parties to &lary conceivable step to preserve all
documents that may be potentially relevant.” USisoave agreed:

A California court laid down some well-reasonednoaon-sense rules regarding the
destruction of corporate records for business readaHynix Semiconductor, Inc. v.
Rambus, In¢.No. C-00-20905 RMW (N.D.Cal. Jan. 4, 2006), Hysought terminating
sanctions in a patent infringement suit becausel®arhad in place a document
retention policy that resulted in the destructibpatentially relevant and discoverable
electronic and paper documents.

Prior to the case being filed, Rambus developedoggan implementing a company-
wide, written document retention policy. Under gadicy, Rambus destroyed e-mail
preserved on backup tapes after three months. Raaibo held several "Shred Days"
to enforce compliance with its document retentiohqgy. During the "Shred Days",
Rambus instructed its employees to follow the Eda@rpolicy guidelines and determine
what information they should keep and what they&hdestroy.

Rejecting Hynix’s arguments against such a docutifect/cle management
programme, the court stated: "Rambus’ adoptionipiementation of its content-
neutral Document Retention Policy in mid-1998 waeanissible business decision...
[made before reasonably anticipated litigation atid]not constitute unlawful
spoliation." The court noted that the documentrrid@ and destruction policy and its
implementation did not target any specific docura@mtcategory of relevant
documents. Nor did the court find an intent to prevhe production of relevant
documents in the lawsuit.

The court noted specifically that one "legitimatemsequence of a document retention
policy is that relevant information may be kept ofithe hands of adverse parties." The
court therefore refused Hynix’s request for terrtingasanctions and held that this
destruction of even admittedly highly relevant mf@tion during an established,
ongoing records retention and destruction progranvasepermissible absent notice to
the company of potential litigation which would oive that specific information.

But not all courts have agreed. In a later patafiningement suit, also involving alleged
spoliation by Rambus, the court undertook a detailealysis of when and under what
circumstances the implementation of the same dostiregention and destruction



policy may constitute spoliation, though the cautimately did not impose sanctions.
In Samsung Elecs. Co., Ltd. v. Rambus, K89, F.Supp.2d 524, 565-74 (E.D. Va.
2006), the court relied on substantial documentatioRambus’s spoliation developed
during theRambus, Inc. v. Infineon Tech. AZ20 F.R.D. 264 (E.D. Va. 2004) and
Hynix Semiconductor, Inc. v. Ramblrs;., supra cases.

The court agreed with Samsung in this case andifthet Rambus had engaged in the
spoliation of evidence as part of its plans fagétion against the DRAM industry,
including Samsung specifically. The court found tRambus implemented its content-
neutral document retention policy to justify deging relevant and discoverable patent
claims information when Rambus anticipated, or@aably should have anticipated,
litigation with Samsung.

The court assured, however, that "neither corpamatnor individuals are at risk of a
finding of spoliation merely because they adoptmplement a proper document
retention policy." But the court also cautionedtttzany company that implements a
document retention policy during or in anticipatmiriitigation, and destroys
documents relevant to the actual or anticipatéghliton, will face and lose a spoliation
charge." The court further found Rambus’s litigatfwld instructing its employees to
"not destroy relevant documents” vague and ingefiicto satisfy Rambus’s
preservation obligations in light of several fastancluding: the volume of documents
destroyed; the extent and types of evidence desdrafter the hold was issued; the
failure to specify which documents were relevaritigation; and the fact that Rambus
maintained no records of which documents were o,

The court went on to offer guidance on how companan comply with their
preservation duties by modifying document retenpiohicies already in place. The
court stated that in issuing a litigation hold,e'ttompany must inform its officers and
employees of the actual or anticipated litigatieng identify for them the kinds of
documents that are thought to be relevant to ¢ Gourt also indicated that the
collection and segregation of the relevant docuserdty also serve to comply with a
corporation’s duty to preserve. "It is not suffitichowever, for a company merely to
tell employees to ‘save relevant documents,’ witharfining what documents are
relevant.” The court observed that a company catmake a document retention
programme an integral part of its litigation stggt@nd, pursuant thereto, target for
destruction documents that are discoverable weliton."

Similarly, in a case decided in late 200%re Old Banc One Shareholders Sec. Lijtig.
2005 WL 3372783 (N.D. lll. Dec. 8, 2005), a defemdaas sanctioned for destroying
records under similar circumstancesQid Banc One Shareholdetthe plaintiffs

alleged spoliation of evidence and sought "dragdrsanctions: default judgment; the
striking of the defendant’s affirmative defencessan adverse inference jury instruction.
The plaintiffs had requested documents and dasimglto underlying data,

calculations and drafts of relevant documents alleg"essential” to proving their
claims.

The plaintiffs argued that the defendant’s writttltument retention policy allowed
these allegedly essential documents and datadelbéed or destroyed. Although the
defendant could not produce the information reqegshe defendant claimed to have
met its preservation burden. In evaluating thedeéant’s document retention policy,



the Old Banc One Shareholders court noted the dafgrwas not obligated to preserve
"every scrap of paper.” The court found, howevsat the defendant failed to
implement and enforce a "comprehensive" documeantien policy and failed to
properly disseminate the policy it had in placég@mployees. The court ultimately
issued an order precluding the defendant from eegasnining the plaintiffs’ expert
witness at trial.

What these cases show is that a coherent, pratldiydocument retention policy is one
key aspect to winning an e-Discovery battle. Cohage expressly recognised that
companies need not keep all documents forever. Merva reasonable, good faith
records management programme that is widely ansistemtly followed, as well as a
plan for stopping it when the duty to preserveexigee below), establish current best
practices in this area.

5. The litigation hold letter: how does a companyresure preservation?

Any document retention policy must be designedctmant for the case where
litigation is anticipated, threatened or filed.tAts point, counsel must ensure that any
records retention policy in place is stopped t@gréde such that evidence and
information relevant to the dispute or potentiapdite is preserved. It is now widely
accepted that in order to accomplish this tasknselmust issue a "litigation hold." But
"stopping” an ongoing document destruction progranporsuant to the document
retention plan alone may not suffice to meet tigallburden to preserve information
under new e-Discovery rules, as we saw inShemsun@ndOld Banc One
Shareholdergases, above. So what is a "litigation hold" then?

A litigation hold is correspondence transmitteditiandividuals likely to be in
possession of relevant information asking thenrésgrve all such materials in
exception to the company’s otherwise applicablendx destruction plan. The notice
should contain a description of the litigation dhd categories of documents that
should be preserved, and it should provide instsaston how to preserve those
documents.

It should also provide information necessary totaointhe in-house or external attorney
or e-Discovery liaison, who is the client’s desiggthperson responsible for managing
document preservation in a particular case. Thigeghould be circulated in different
formats and as widely as needed in order to megpiaservation goals, including
sending the document by various means, both hay &od electronic, and perhaps
even posting it or publishing it in public compaargas.

Best-practices and current case law and rulesut essentially require the issuance of
a litigation hold. These documents are, due tocegtieading in the US, often overly-
inclusive and must be relatively detailed in ortteserve their intended purpose.

a. Sanctions for failure to issue a litigation hold



In fact, the failure to issue a litigation hold itgelf can lead to sanctions — both for the
client and counsel. Ifiantivy Communications, Inc. v. Lucent Techs,, @05 WL
2860976 (E.D.Tex. Nov. 1, 2005.), the plaintiff ased the defendant of "hide the ball"
discovery abuse during a patent infringement 3iié plaintiff petitioned the court to
exclude certain defence evidence as a sanctiahialleged abuse. Specifically, the
plaintiff had requested documents and data regguidieroperability testing, including
information from the defendant’s website.

The defendant had responded time and again irewrdtiscovery that it knew of no
documents in its possession responsive to thetfamequests. The plaintiff
discovered during a later employee deposition, vewehat the defendant had
destroyed arguably responsive documents, incluisigplans and interoperability
contracts - both in paper in electronic form - st to its document destruction

policy.

Citing theZubulakeline of cases, the court stated, "[the defendamd]its counsel are
well aware that a party in litigation must suspésdoutine document
retention/destruction policy and establish a ‘atign hold’ to ensure the preservation of
relevant documents.” Though the court preliminanilshheld ruling on the imposition

of specific sanctions, it stressed in its rulingttth would not allow "lawyers or their
clients to lay behind the log and disregard thescalvery obligations."

Other court decisions indicate that merely sendifiggation hold may not be enough
to meet current preservation obligations, i.e. namt®n may be required of counsel. In
a decision known agubulake V (Zubulake v. UBS Warburg L 229 F.R.D. 422 (S.D.
N.Y. 2004)), the court held that it is both thehiodse and outside counsels’ duty to
ensure that relevant information is preserved Bingiclear instructions to the client to
save it and — more importantly — to take affirmatsteps to ensure the client is actually
heeding those instructions.

At the outset of the litigation, counsel for thdadelants instructed UBS personnel to
retain relevant electronic information. Despitesho@rders, some UBS employees
deleted relevant e-mails and destroyed electroai&igp material in the corporate
network. Some other employees never produced nel@virmation to counsel. As a
result, many discoverable e-mails were not prodacete plaintiff until two years into
the litigation — and some were lost forever.

The Zubulakecourt sanctioned the defendant specifically ferfdilure of its lawyers
in: (1) not specifically giving "litigation hold'histructions and personally requesting
retained information from a key employee involvedhe dispute; (2) not adequately
communicating personally with the employees abdutvelectronic information they
retained and how they maintained their computesfiand finally (3) not safeguarding
backup material which could have contained deletethils. The very serious
discovery sanctions included both monetary finesaruling that the jury would be
given an adverse inference instruction with respedeleted e-mails.

More recently, irDisability Rights Council of Greater WashingtonNashington
Metropolitan Area Transit Authorify2007 WL 1585452 (D.D.C. Jun. 1, 2007), the
court ordered the production of e-mail from backaes following the defendant’s
failure to preserve e-mails and halt its routineudoent destruction policy. In the



Disability Rights Councitase, the plaintiffs claimed that the defendatawfully
discriminated against the disabled by offering malig inferior service to patrons with
disabilities.

During the prolonged discovery battle, the coutedained that the defendant failed to
halt its automatic e-mail deletion system, undeictvie-mails were automatically
deleted after a period of 60 days unless the iddaliuser saved the e-mail elsewhere.
Apparently, the majority of system users never dalie e-mails to an alternate
location. This destruction of potentially mateaidence went on for a period of over
two years after the complaint was filed.

The defendant attempted to invoke the Rule 37 safieour provision, but the court
rejected this argument, noting that Rule 37 doé¢pravide safe harbour to a culpable
party. The court then applied the seven factoradan the Advisory Committee Notes
to Rule 26(b)(2)(B)to the facts in this case and ordered the defdridarstore and
produce the relevant materials requested from dlc&up tape$.

In addition to requiring the restoration and seatthackup tapes, the courtTmeppel

v. Biovail Corp, 2008 WL 866594 (S.D.N.Y. Apr. 2, 2008), also alél the plaintiff to
search the defendant’s CEQO'’s laptopTheppe] the plaintiff alleged that the defendant
corporation and its employees were engaged in adsgampaign” to defame him and
destroy his career. During the course of the litoggg the plaintiff moved to compel the
defendants to preserve ESI and respond to discoggeyding those preservation
efforts and document management procedures.

Following the close of discovery and a protractetavery battle, the court found that,
despite assurances to the contrary, the defentadteot taken adequate measures to
preserve ESI. The court stated that the defendeets tardy in instituting a
comprehensive preservation plan, finding that Biidvad knowledge of the lawsuit
even prior to service of the complaint. The colsbdook issue with the defendant’s
general counsel’s efforts — or lack thereof — &irnct key players to preserve ESI,
especially e-mails that were downloaded only toGE©’s laptop.

The defendant’s general counsel was not able to ¢hat he actually instructed the key
players to preserve the ESI at issue, nor was leetalshow that he followed up with
the key players to ensure that they were in faesgnving the materials. While the court
declined to issue an adverse inference jury instmgit did order the defendants to
restore and search five of 18 backup tapes andalitssed a forensic search of the
CEOQO'’s laptop at the defendants’ expense.

In fact, courts have gone so far as to order g/parissue a litigation hold. IBoard of
Regents of University of Nebraska v. BASF C&P07 WL 3342423 (D. Neb. Nov. 5,
2007), the defendants moved the court to compgpldiatiffs to produce all
"development” documents. In this patent and liaapstigation, the court had
previously ordered the plaintiffs to produce certdevelopment documents as
requested by the defendants. The plaintiffs produnaarly 13,000 pages of documents
in response thereto, 11,000 of which were prodstedtly before the close of
discovery.



This led the defendants to renew their motion tmgel. The e-Discovery violation
came to light when one witness testified at depwsihat his original search had only
covered his hard copy and not his electronic filéss witness also revealed that during
and independent of the litigation, the plaintifdrewitched from a central archiving
system to an "individual user" archiving systemE&&l, including e-mail, under which
the individual user determined which materialseegkand which to delete. At no point
during the litigation did the plaintiff or its cosel explicitly instruct the key players to
preserve or search for ESI, nor did they issuggation hold. The court found that
counsel have a duty to direct their client to cantduthorough search and to follow up
to ensure that all relevant materials in the clgeatistody and control are produced.

The court went on to state that this duty is heightl when under court order to search
for and produce discovery. The court issued renhediactions, which included re-
searching "all of the files, including electronile$” pursuant to the court’s orders,
having employees and counsel swear to the methoelss and completeness of the
searches, offering certain key players for re-deejoos and immediately issuing a
litigation hold — all at the plaintiff's sole exps® The court also awarded attorney’s
fees and costs associated with the discovery disput

Based upon the e-Discovery jurisprudence to d&#, fractices dictate that counsel
iIssue a litigation hold and supervise the discoygogess. This means that counsel for
corporate litigants should also personally and &ty follow-up with affected
personnel to ensure that they comply with thediign hold and save and produce all
discoverable data. In addition, counsel must otshowork with corporate IT
personnel to ensure that electronic documentsardastroyed and that they are
properly preserved.

b. Production or discovery of the litigation hold

The fear of having the client be required to pragthe actual litigation hold letter
during discovery should not deter counsel fromirggthe hold. In a recent automotive
product liability caseCapitano v. Ford Motor Co831 N.Y.S.2d 687 (N.Y. Sup. Ct.
2007), the plaintiffs sought production of defent&atsuspension orders" — the
defendant’s version of a litigation hold — aftetedenining through other means that the
defendant had not produced certain documents ddrsogvery. The plaintiffs claimed
that if they had access to the "suspension ordleey'would be able to determine if the
missing documents in question were intentionallpegligently destroyed, or perhaps
secure information which may lead to the discowdrthe missing documents.

The defendant argued that the suspension ordeesnegrelevant, and even if they
were, that they were protected from discovery leyatiorney-client privilege and/or
attorney work product doctrine. The defendant stechian Affidavit from an attorney
in its legal department who explained that the sasn orders were "communications
(a) that are issued by attorneys in Ford's Officine General Counsel in connection
with certain anticipated or pending litigation @nainistrative proceedings and (b) that
identify attorney-selected categories of documestsiired to be maintained beyond
periods set out pursuant to Ford's records managgmegramme.”

The attorney further explained that the suspensiders were confidential
communications between the attorneys and Fordigeseptatives, were disseminated to



only those employees who deal with Ford's recordagament programme, and
contained the warning that the "suspension ordeesé privileged and confidential and
that dissemination should be limited to personskimgrat Ford on a need-to-know
basis. The plaintiffs countered by offering the a&pon testimony of another Ford
attorney who, in an unrelated case, stated that's-euspension orders were posted on
Ford's intranet communications system and werdablaito all employees. Based
thereupon, the plaintiffs argued that the defentadtwaived any attorney-client
privilege.

Although the court agreed with the plaintiffs thfag requested "suspension orders” may
lead to the production of admissible evidence aatewtherefore, relevant, it denied the
motion. The court concluded that the suspensioarsrdere attorney-client privileged
communications protected from discovery under NCWil Practice Law § 4503

(2007). It did not reach the issue of whether gwespension order” constituted attorney
work product.

In another case, a court reached the same rdsaligh it found the "litigation hold"
irrelevant but protected. I@ibson v. Ford Motor C92007 WL 41954 (N.D. Ga. Jan.
4, 2007), the plaintiff moved to compel the prodotof the defendant’s "suspension
order.” The court found that the document did raatehto be produced since litigation
holds likely constitute attorney work product, oftere overly inclusive, and the
documents they list do not necessarily bear a rede relationship to the issues in
litigation.

The court also feared that compelled productioriccbave a chilling effect and
"dissuade other businesses from issuing such tigins in the event of litigation" and
that "[ijnstructions like the one that appears avdnbeen issued here insure the
availability of information during litigation. Paes should be encouraged, not
discouraged, to issue such directives."

As e-Discovery jurisprudence develops, howeveratiatourts are convinced of the
privileged nature of "litigation hold" letters. &my case, these privileges are not
absolute. In the cade re eBay Seller Antitrust Ljt2007 WL 2852364 (N.D. Cal. Oct.
2, 2007), the court held that though the defendaetl not produce copies of its
"document retention notices" (DRNSs), the plaintiffsre entitled to inquire into the
factsas to what the employees who had received the DRNgIone in response. The
court found that the defendant met its burden ofasihg that the contents of the DRNs
may be protected by either the attorney-clientif@ge or the attorney work product
doctrine.

In this case, the parties had previously agreedmaluct a corporate witness deposition
to clarify the defendant’s ESI preservation andemion efforts. Nonetheless, the court
allowed further discovery on exactly that issue asdo the DRNs. The court ordered
the defendant to reveal the names and job titléseo600 employees who had received
the DRNs and found that the plaintiffs were entitle know what the defendant’s
employees were doing with respect to collecting gmeserving ESI. The court also
found it appropriate to discover what those empsyweresupposedo be doing.

Ultimately, the court held that the plaintiffs westitled to know what kinds and
categories of ESI the defendant’'s employees westeuicted to preserve and collect, and



what specific actions they were instructed to utakerto that end. In fact, the court
expressed hearty scepticism that the DRNs werdegmed at all. In light of its other
rulings to conduct further discovery, however litmnately did not reach the privilege
issue. It remains to be seen how other courtsbalknce and weigh the privilege issues
surrounding the litigation hold letter.

As shown above, the failure to implement propemdeent retention procedures and
programmes can have drastic consequences iniliiget the e-Discovery context.
However, the exact scope of the duty to presermeti€ntirely clear. Courts and others
differ on the types of information subject to pmeséion and potential production.

6. Data, data everywhere: what is a "document” in éDiscovery?

A "document” in the e-Discovery context clearlylies an e-mail or a word

processing document — but what about the assodla@dnent properties, i.e. drafts

and various versions of the document? The ternigeagaita, ambient data, archival
data, backup data, deleted data, distributed ttatgnented data, legacy data, metadata,
migrated data, near-line data, off-line data, asidual data are all used to describe ESI
or certain aspects of ESI. Some of the above malideeverable; some may not.

For example, inn re Vioxx Prods. Liab. Litig2005 WL 756742 (E.D. La. Feb 18,
2005), the court in a multi-district litigation aed all parties to preserve relevant
evidence, including "writings, records, files, @spondence, reports, memoranda,
calendars, diaries, minutes, electronic messa@és mail, e-mail, telephone message
records or logs, computer and network activity Jdgsd drives, backup data,
removable computer storage media such as tapes,atisl cards, printouts, document
image files, Web pages, databases, spreadshegismreg books, ledgers, journals,
orders, invoices, bills, vouchers, checks statemyevrksheets, summaries,
compilations, computations, charts, diagrams, geaptesentations, drawings, films,
charts, digital or chemical process photograpldewi phonographic, tape or digital
recordings or transcripts thereof, drafts, jottiagsl notes, studies or drafts of studies or
other similar such material.”

The court also ordered the preservation of "[ijnfation that serves to identify, locate,
or link such material, such as file inventorieke folders, indices, and metadata.” The
Vioxxcourt noted that the parties had to take reasersbps to preserve the relevant
information until they agreed to a preservatiompa until the court ordered otherwise.

In the UK, pursuant to the UK Practice Direction12Ahe definition of a document
"extends to electronic documents, including e-raad other electronic
communications, word processed documents and dagsbim addition to documents
that are readily accessible from computer systerdsogher electronic devices and
media, the definition covers those documents treasered on servers and backup
systems and electronic documents that have be&téde It also extends to additional
information stored and associated with electrooicuinents known as metadata.”



Though the Practice Direction includes a list altdéas relevant to determine the final
scope of e-Discovery, the definition of "documemtitler the Civil Procedure Rules has
arguably been expanded to include as discoverafdemation that would not
commonly be referred to as a "document": Metadafaii gamé— or so it would seem.

But what is metadata? Metadata is fundamentalfemiht from electronic and printed
documents. All the information in a paper documerlisplayed on its face, which is

not the case for electronic documents where itotyiss preserved in metadata. Paper
shows what a document says or looks like; metadhataeveal where the documents
went and what was done to it there — and by whdient and counsel must be aware
of and prepared to confront any embedded informatiad they must do so in a timely
fashion. While metadata may arguably be relevasbme cases, in most cases it is not.

The seminal metadata production case remaftisams v. Sprint/United Mgmt Co.

230 F.R.D. 640 (D. Kan. 2005\ illiams ). In Williams |, the court held that "[w]hen

the Court orders a party to produce an electroongzichent in the form in which it is
regularly maintained, i.e. in its native formatasran active file, that production must
include all metadata unless that party timely digjéa production of the metadata, the
parties agree that the metadata should not be peddor the producing party requests a
protective order.Williams Iwas an employment class action involving alleggel a
discrimination.

The plaintiffs had requested "active" electronicsuens of Microsoft Excel
spreadsheets so that they would be able to deterifrtime documents "had any actual
other columns or types of information availableaospreadsheet.” After a protracted
discovery battle, the defendant produced electregisions of the spreadsheets. After
reviewing the spreadsheets, the plaintiffs clairied the defendant "scrubbed" the
spreadsheet files to remove metadata, failed tdym® a log of the information
scrubbed, and "locked cells" and data on the sphesads, which prevented the
plaintiffs from accessing those cells and electalty searching and sorting the data in
them.

The defendant iWVilliams ladmitted that it had scrubbed metadata and eiduercted

or locked certain cells and data, but argued tbhabnly was the metadata irrelevant and
certain redacted information privileged, but itcaégggued that the plaintiffs had never
requested production of the metadata. In additlendefendant claimed that it had
acted in good faith, that its modifications wersidaed to prevent the plaintiffs from
discovering information that the Magistrate jud@el huled undiscoverable, and that the
modifications served to maintain data integrityeTourt ultimately chose not to
sanction the defendant, but it ordered the defandgoroduce "unlocked" versions of
the spreadsheets with the metadata intact.

The metadata discovery battle continuetMitiams v. Sprint/United Management
Company 2006 WL 3691604 (D.Kan. Dec. 12, 200®illiams Il). The defendant
eventually produced the unlocked spreadsheetstiverfarmat, but the plaintiffs
returned to the court a year later and arguedttiegt could not match the over 11,000 e-
mails produced with the respective spreadsheety iteeved to compel the production

in native format of all 11,000 e-mails produced tinansmitted spreadsheets.



The Magistrate judge ultimately held that sinceglaentiffs had already received the e-
mail production in one format (paper), the amenéederal Rule 34(b)(iii) protected
the defendant from having to produce them agaanither format (nativé).

Further cases to date tend to affirm the notiohdabaent a showing of a compelling
need and/or a timely agreement to the contrarguat evill not order the regular
production of metadathAs the courts gain further experience with ES¢ytare
beginning to deal with its varied forms and comiiles.

Text messagedsn Flagg v. City of Detroit2008 WL 787061 (E.D. Mich. Mar. 20,
2008), the court allowed the discovery of certaixt messages exchanged between
defendant’s employees who the plaintiff accusedetdying the investigation into his
mother’'s murder and concealment of evidence. lopteion, the court set forth a
detailed protocol for preserving, retrieving andieging the text messages for
discoverability prior to production to the plairtif

RAM. In Columbia Pictures, Inc. v. Bunhe245 F.R.D. 443 (C.D. Cal. 2007), the
court ruled that Random Access Memory is "storad"matter how briefly, and
therefore ESI under the plain meaning of Rule 3 @wered the production of
information held in RAM on the defendant’s servéise court cited the Advisory
Committee’s Notes to Rule 34, which call for an &xgive reading of ESI, intending it
to cover data stored "in any medium from which infation can be obtained". The
court also rejected the defendant’s invocatiomtdrnational law in this copyright
infringement action. In this case, the servers vgétated in the Netherlands, where EU
and Dutch national law purportedly prohibit US dsurom ordering discovery.

The court held that Dutch law cited by the defertslahhe Netherlands Personal Data
Protection Act and the caB&REIN Foundation v. UPC Nederland B, ¥nly prohibit
the production of "identifying information”, notlahformation and not the information
sought in that case — anonymous Server Log Dathydimg IP addresses. The District
Court further agreed with the Magistrate Judgeidifig that "foreign blocking statutes
do not deprive an American court of the power teora party subject to its jurisdiction
to produce (let alone preserve) evidence even thtugact of production may violate
that statute™

Cache.Finally, inHealthcare Advocates, Inc. v. Harding, Earley, Fadr & Frailey,
497 F.Supp.2d 627 (E.D. Pa. 2007), the court regettte plaintiff's claim that the
defendant law firm spoliated ESI when it failedor@serve its computer’s cache
containing the "screen shots" of the plaintiff'sl@awved webpage that the law firm had
pulled up using the "Wayback Machine" in its defen§one of its clients. The court
found the preservation of information stored iromputer’s temporary cache files
“impractical" and rejected the request for sanatidrhe defendants prevailed in that
case and were ultimately awarded US$ 9,000 in costs

The international practitioner can expect furthéings on these and other matters of
first impression as courts continue to confrontwitese and other novel e-Discovery
iIssues. But not only must courts confront theseeissbut companies, their counsel and
their service providers must continue to do so el w



7. e-Discovery vendors: so who can we count on telp us get through e-
Discovery?

As the discovery practices evolve with technologg a-Discovery becomes more
prevalent, the effective practice of e-Discovergenfrequires the services of an e-
Discovery vendor. In the past few years, the legaimunity has seen a rapid
proliferation of e-Discovery vendors and serviceviers that assist counsel and
clients in obtaining and managing electronic datarfgo and during litigation. The
vendor works with the client’'s counsel and IT staffiscertain where documents are
stored, in what format they are stored and howdtia can be retrieved in a way that
does not change it.

In addition, the vendor generally has access tgeagnt and personnel that allow
legacy data from dormant e-mail, word processirdy@her systems to be read and
retrieved. Vendors convert the data into a forrhat allows attorneys to review and
produce it. Many vendors and service providersofi@vide additional consulting
services and even assist in selecting search w@rpsrform the first review and
filtering of documents. Often an e-Discovery venogssential to properly assess and
budget, harvest, filter and format ESI for prodoicti

The production of electronic documents and dateis part of the US litigation

culture. Cost-effective managing of the harvestmegiew and production of such
information requires careful selection of e-Disagveendors. Failure to do so can lead
to costly and time-consuming conflicts between lamgnd client.

In the recent past, marquee law firms, vendorsciirdts have become embroiled in
public finger-pointing and even litigation regardithe services rendered. Often the
allegations include trading blame for the underewgr-inclusive production of ESI,
delays leading to the inability to comply with cbdeadlines, and allegations of
overcharging. Technical glitches in e-Discoverysafe have cost attorneys, clients
and the courts hours of valuable time and thousandssources®

In litigation today, e-Discovery vendors are penfiorg services that go beyond mere
litigation support. External lawyers and client8raately reed to keep in mind that they
will often be held responsible for mistakes by third-party vendors.

8. Proportionality and costs: shifting and sharingthe benefits and burdens

The burden of preserving, collecting, preparingie@ing, and producing electronic
documents and data during civil litigation is clgammense. Traditionally, discovery
rules outside of the US foresee that the partyisgake discovery bears the cost of
production. In the US, the costs are presumediitoriethe producing party.

The e-Discovery amendments to the US Federal Ridest change that regime, but
instead rely on a two-tiered approach to the prodonof electronic information: Under



Rule 26(b)(2)(B) "[a] party need not provide diseoy' of ESI "from sources that the
party identifies as not reasonably accessible scatiundue burden or cost.” The
burden is on the producing party to show thatlis fato this category. Otherwise, case
law continues to govern cost-shifting in US e-Digeny.

Increasingly, courts are showing a willingnessdssto the requesting party the
burdensome costs of producing e-Discovery.

In Australia, for example, prior to the 1998 Fed€&raurt judgment by Justice Sackville
in the cas@T (Australasia) Pty Ltd v. State of New South ¥/&l&nor(No. 9) [1998]
363 FCA, the retrieval and analysis of electroiesfwas accepted as being too costly
and challenging a task for Australian litigantdtrequired to undertake. In his finding
that Telstra failed to comply fully with its eleetric data discovery obligations, the
judge scathingly rejected that view.

Justice Sackville stated that "[he] accept[ed] appreciate[ed] that the purpose of
making and retaining the backup was essentiallystiés recovery, rather than archival.
Nonetheless, as subsequent events have demonsir&ddasible, albeit difficult and
expensive, for the tapes to be restored and awegwiecess set in place to identify
discoverable material. The fact is that the tamesahtain much material that is relevant
to the issues in the proceedings, even thoughetisnically difficult to retrieve and the
task of review is time consuming."”

The message to Australian lawyers was clear: @eictidocument discovery may be
onerous, costly and time consuming, but there isxamse for not doing it. Since that
time, electronic discovery in Australia has becamdely accepted, with the Australian
Federal Court Rules now defining document to inelady material data or information
stored by mechanical or electronic me&@learly, Australian litigants are expected to
bear and have borne significant costs related@gseevery and can, as is the case in
traditional discovery, seek a cost order from tbertto shift the burden of producing
electronically stored information.

In cost-shifting cases in the US, courts routirrelied on the eight factor test
articulated inRowe Entertainment, Inc. v. The William Morris Agg Inc.,205 FRD
421 (2002), or the seven factor test franbulake v. UBS Warburg LL.217 F.R.D.
309 (S.D.N.Y. 2003)4ubulake I1). More recently, courts are tending to employ the
Advisory Committee Notes to the US Federal Rul&ssovery amendments.

In Rowe the court shifted all e-Discovery production sast the plaintiff, except the
defendants’ search of their own materials for peyed e-mails, finding that although
the plaintiff could not obtain the information bther means, the plaintiff's discovery
requests were very broad and the plaintiff hadoeein able to prove that the discovery
of e-mail would be a "gold mine" of relevant infaation. In Rowe, a group of concert
promoters had sued several talent agencies fayeallg freezing them out of the market
for promoting certain events.

The plaintiffs had moved to compel the productibalbdocuments, including e-mail,
concerning any communication between any of theradnts relating to the selection
of concert promoters in the course of its busin€ls. William Morris agency alone
estimated that it would cost approximately US$ 0,860 to fulfil the plaintiffs’



discogvery request. In reaching its decision, thatcemployed an eight-factor balancing
test®

The test set forth idubulake Ilimakes it more difficult to shift costs to the regting
party than under Rowe. The courtdabulake Illeven criticised the approach set forth
in Rowe for making it too easy to shift costs baxkhe requesting party, asserting that
"there is little doubt that thRowefactors will generally favour cost-shifting" andlled
the Rowe approach "incomplete.”

Zubulake llladopted a three-step analysis, which incorporsiete ofRowes eight
factors. Step #1 is to determine whether costighifs even an appropriate
consideration. Step #2 requires a factual showorsupport shifting the cost of
production to the requesting party. Specificalhg tesponding party must restore and
produce a sampling of responsive documents fronmnidmEessible medid. The final
step #3 in th&ubulake lllanalysis takes us to the seven enumerated fdetors.

In addition to courts generally applying the Rowe Zubulake llifactors to determine
accessibility and proportionality, another coutfiee on the Advisory Committee’s
Notes to Rule 26(b)(2)(Bj to conduct the balancing test and find the dagbas
guestion not "reasonably accessible" under therihdBest Buy Stores L.P. v.
Developers Diversified Realty Coye47 F.R.D. 567 (D. Minn. 2007), a magistrate
judge had ordered the plaintiff to restore and mtewiscovery from a database that the
plaintiff had created for a prior case.

The database contained nearly all of the plaintgfssting ESI stored outside of its e-
mail system and had been "downgraded" at some ganmg that litigation. In the case
at issue, the defendants sought discovery fromdai@base and the magistrate judge
agreed, finding estimated restoration costs of (28§100 and monthly maintenance
costs of ca. US$27,800 — nearly one quarter ofdta amount in controversy —
“reasonable”.

The district court, employing the Advisory Commétiactors, disagreed and sustained
the plaintiff's objection to restoring, maintainiagd searching the database in the
present litigation. Though the court agreed thatdhtabase would likely contain
discoverable and relevant information, it noneté®leoncluded that absent specific
discovery requests or additional facts suggestiagthe database was of particular
relevance to the litigation, the plaintiff did nwdve a duty to continue to maintain the
database. The plaintiff did not destroy potentiadiifgvant evidence but merely
"removed it from a searchable format”, and sineedé&fendant was not able to show
good cause, the plaintiff need not restore and ta@ithe database.

Litigants, however, continue to seek access tdreleic databases.

9. Direct access to corporate databases

Recently, plaintiffs and their counsel — especitiilyse in product liability cases — ask
that courts order corporate defendants to allowptamtiff (and their expert IT and



other litigation consultants) direct access to ocafe servers, databases and other
electronic information. Some US trial courts — impublished decisions — have ordered
corporate defendants to give a plaintiff direcgrsbable access to certain databases on
a case-by-case basis. However, to date, absemragne from a corporate defendant or
a showing of prior discovery violations, US courts/e been very wary of giving a
claimant such unfettered, unrestricted "live" asdesa company’s electronic servers.

For example, inn re Ford Motor Co, 345 F.3d 1315 (11th Cir. 2003), a plaintiff
alleged that a defectively designed seatbelt buckilesed her injuries. After serving
extensive written discovery, the plaintiff filedveotion to compel to obtain direct access
to two Ford databases in order to search for r¢lelE@ms; one database contained
records of all customer contacts with Ford andatiner contained records of contacts
by dealers, personnel and other sources. Aftetriddecourt granted the motion, Ford
sought review by the Court of Appeal. In rejectihg trial court’s grant of direct

access, the court stated: "Like the other discouglgs, Rule 34(a) allows the
responding party to search his records to produeedquired, relevant data.

Rule 34(a) does not give the requesting partyitite to conduct the actual search.
While at times — perhaps due to improper condudherpart of the responding party —
the requesting party itself may need to check #ia dompilation, the district court
must ‘protect respondent with respect to presawmadif his records, confidentiality of

nondiscoverable matters, and costs™.

10. Sanctions for failures and non-compliance

Under Federal Rule 37(e), a party is exempt fronttsans for the failure to provide
electronically stored information lost as a resdiithe "routine, good-faith operation of
an electronic information system" — "[a]bsent exmel circumstances.” It remains to
be seen exactly what those circumstances are gsticpses can provide guidance.

Even prior to the amendments to the Federal Ralgariety of sanctions were and
continue to be available for the failure to compiyh e-Discovery, both against the
non-responsive party and its counsel. Courts hesteed sanctions for the failure to
have a document retention policy, the failure suésa litigation hold, the failure to
enforce the retention policy or litigation hold datine failure to produce e-Discovery,
including in the form requested or agreed to.

The following are examples of the sanctions issnadcent e-Discovery disput&s.

At the first trial of this product liability casélyundai Motor America v. Magana, 170
P.3d 1165, (Wash. App. Oct. 30, 2007), the juryraed plaintiff over US$ 8 million in
damages for injuries sustained after being ejeatedf the hatchback of a 1996
Hyundai Accent during a 1997 accident. The defehdppealed liability but not
damages, and the case was remanded for a searnzhtthe issue of liability. During
preparations for the second trial, the plaintiédi a motion to compel the production of
documents relating to "other similar incidents".



The court granted the motion, and ordered the defetrto produce "Police Reports,
legal claims, consumer Complaints and Expert RepmrDepositions and Exhibits and
photographs thereto with respect to all consumerptaints and lawsuits involving
allegations of seatback failure on all Hyundai eé#s with single recliner mechanisms
regardless of incident date and regardless of mgeel'.

At the deadline for complying, the defendant magidithe court for relief from the
order, requesting that it be permitted to produdg those responsive consumer
complaints that were maintained on its current cat@psystem, and that it not be
required to restore some 96 backup tapes which bedieved to contain original data
from its old mainframe computer. The defendant axyd that its Consumer Affairs
Department was responsible for handling consumetacts and inquiries, and that
prior to its conversion to a new computer systeomstimer Affairs files were kept on
the mainframe for 12 months.

If there was no activity on the file for 12 montitsyas moved to an "inactive" table,
but still on the mainframe. If there was then novéay for 12 months thereatfter, the file
would be converted to a backup tape. The deferstated it had located a total of 96
backup tapes dating from mid-1995. The defendattidu explained that existing
backup tapes were not converted into the new coengystem; thus, they would need
to restore the tapes and then access the dat@n-eatimated cost of at least US$
24,000. The plaintiff opposed the motion and argiad the defendant’s failure to
convert the tapes containing consumer complaintsuated to spoliation, and that an
adverse inference instruction should be given éguhy.

The court denied the defendant’s motion for rediefl also denied the plaintiff’'s motion
for spoliation sanctions. Two months later, howettee court granted the plaintiff's
motion for default judgment based upon the defetisléalure to produce the evidence
regarding other similar claims and incidents agwed. The court had held a four-day
evidentiary hearing on the motion for default judgrand concluded that the
defendant and its counsel committed numerous desgoxiolations, "which were

wilful, deliberate, direct and egregious".

The defendant apparently had not searched its @uers@ffairs Department’s
electronic records for responsive documents; ascbewas limited to the legal
department’s records and no effort was made ta@kdayond the legal department, as
this would have required an "extensive computercééand presumably a search of
the 96 backup tapes. The court found no legal Basianiting the search for
responsive documents to those available in thd tEgartment, noting that the legal
department worked closely with the Consumer Aff@8lepartment to handle customer
complaints and claims, including product liabildiaims.

In some instances, the Consumer Affairs Departwendd even refer a claim to the
legal department, which directed an investigatibthe claim and/or provided direction
to Consumer Affairs regarding the claim. All suelcards were maintained in the
Consumer Affairs Department. The defendant’s aépiin charge of the products
liability section of the legal department testifighcéit he was familiar with this process
and supervised attorneys involved in this procéks.court found that a search limited
to the corporate legal office, which did not seeklisclose records from claims which



originated with the Consumer Affairs Departmengrethough many of the claims
involved the legal department, was not a diligeatrsh.

The defendant had the obligation not only to ditigggand in good faith respond to
discovery efforts, but to maintain a document estal system that would enable the
corporation to respond to the plaintiff's requestse court noted that the defendant is a
sophisticated multinational corporation and expergal in litigation. It found that a
search of computer records for documents requéstdae plaintiff, even if voluminous
in nature, is standard operating procedure formtygs practicing in the products

liability field. In fact, the defendant did not @gj to the request as burdensome. The
false answers given due to the failure to searefCtinsumer Affairs Department were
without reasonable excuse or explanation. The dieienand its counsel knew that there
had been customer complaints and claims of incedehseat back failure.

The defendant knew that these happened in the AecenElantra, as well as other
vehicles. Some of these complaints had been k@yahd most involved personal
injuries. It was the defendant’s duty to estabéisradequate system to respond to
discovery requests. The defendant failed to estalslich a system and failed to
respond accurately to discovery requests. The dafgrunreasonably limited its search,
and failed to supplement those answers that wemnect. The court discussed the
other sanctions available, and concluded that ngtbhort of default judgment was
appropriate. The court entering default judgmemistated the jury’'s damage award of
US$8,064,055. In a separate opinion, the courtalsrded the plaintiff the attorneys’
fees and costs occasioned by the discovery violatio

The defendant appealed. On appeal, the court agnaethe manufacturer wilfully
violated the plaintiff's discovery requests, budttthe trial court abused its discretion in
granting the default judgment. The court citedgleentiff's tactics and strategy in
preparing for the second trial, including the plidiis request to supplement discovery
four months prior to the hearing date and five rherafter the remand and its request to
amend its pleadings one week prior to the hearatg, s indicia that it did not suffer
prejudice — claiming that the plaintiff himself agg that he could not proceed to trial
without further examining and exploring other metisrrecently produced. Stating that
"the purpose of the trial process is to uncovetttinn”, the court reversed the default
judgment and remanded the case for trial, or furdigcovery as necessary.

In In re Seroquel Prods. Liab. Litig2007 WL 2412946 (M.D. Fla. Aug. 21, 2007), the
plaintiffs motioned the court to impose sanctionglte defendant for failing to timely
comply with discovery obligations, even after tiirg of an agreed case management
order and a stern warning from the court to comth it. The plaintiffs pointed out at
least four instances where the defendant failggdduce documents in an accessible or
useable format, in addition to missing numerousitiees. While the court found two

of those instances to be excusably negligent, dnet éound the defendant’s failure to
adequately identify relevant databases and pelswwledgeable about the databases
in violation of the CMO and sanctionable under Rile

The court stated that "[i]dentifying relevant reg®@and working out technical methods
for their production is a cooperative undertakingt, part of the adversarial give and
take. ... It is not appropriate to see an advantagled litigation by failing to cooperate
in the identification of basic evidence". The cdiotind the defendant’s actions in this



multidistrict product liability litigation "purpoge sluggish" and cited a number of
specific failings by the defendant, including: thee of a plainly inadequate key word
search, the failure to provide attachments, andthission of relevant emails, and what
it described as "woefully deficient” efforts to pest and solve technical problems —
which included the production of a large numbeblahk pages, load files that were not
searchable, and the absence of page breaks argegbleed by the order.

While the defendant blamed many of the technicalbl@ms on errors made by its e-
Discovery vendor, the court, citing the Sedonad®pies, stated that a party is
responsible for the errors of its vendors. The talso concluded that the defendant did
not perform the requisite quality control oversighensure that such problems with the
production did not occur.

The court found that the defendant should havevalibthe parties’ respective technical
staffs to consult to resolve the issues soonemafebs expense. The court concluded by
finding the defendant’s failure to timely produeesable” or "reasonably accessible"
documents sanctionable, stayed the determinatiarhmh sanctions to impose to allow
the plaintiffs an opportunity to present evidensdatheir damages or prejudice.

In a recent case involving a claim of wrongful teration of disability benefitsrinley
v. Hartford Life and Acc. Ins. Ca2008 WL 509084 (N.D. Cal. Feb. 22, 2008), the
plaintiff sought sanctions against the defendadtitsxcounsel for the untimely
production of a surveillance video, arguing tha&t delay in production required
additional expert and deposition expenditures. défendant had produced certain
electronic surveillance materials in its initiabdiosures, but failed, due to an
"administrative oversight", to produce a videolwé plaintiff in her kitchen.

Upon discovery of the oversight, the defendant pced the video and argued that its
initial search was reasonable. In collating th&ahdisclosures, the responsible
administrative assistant failed to search the dalthbase", as the defendant’s policy
required, so the video was not discovered, evengihdt was not lost or misplaced. The
court found it "unreasonable for the defendanetg on a system which contained so
few checks and balances that the mere fact thatlamnistrative assistant did not look
for afile, in the filing cabinet where that fileas normally kept, could undermine the
entire initial disclosure apparatus. The file wdseve it was supposed to be.

It was unreasonable for the defendant not to fikdare at the point of its initial
disclosures.” The defendant failed to make a "neaiske inquiry” as required by Rule
26(g), and thus the court sanction the defendantliol not sanction its outside
attorneys. Since the defendant’s attorneys reliediever erroneously, on the
defendant’s defective search methods, the courtdidliat they were negligent but did
not act in bad faith in certifying the discoverhelcourt ordered the defendant to pay
US$9,000.

In the patent infringement su@ualcomm Inc. v. Broadcom Coy2008 WL 638108
(S.D.Cal. Mar 05, 2008), during one of the lastdaiytrial, the plaintiff's employee
mentioned certain potentially relevant and discaktr e-mails during cross-
examination. A junior associate working for theipléf’'s outside counsel had recently
discovered these e-mails during search of the eyapls laptop. He had conducted the
search during trial ten days prior to the witheéestimony and apparently found 21 e-



mails from the relevant time period during the skaApparently, in consultation with
more senior trial counsel, the attorney deemedthmils not "relevant” and did not
produce them to the defendant.

They also allegedly neither informed lead trial meel, nor the plaintiff of the discovery
of the e-mails. During the trial, the lead trialogel consistently insisted to the court,
also pursuant to the witness’ earlier depositictitgony, that no further relevant,
discoverable e-mails were available. Once revedieihg the trial, the defendant
sought discovery of these and other e-mails andrdeats. The plaintiff conducted a
search and produced 46,000 additional documentslijvemounted to over 200,000
pages of new materials), leading the court totball21 e-mails "the tip of the iceberg"
in the plaintiff’'s attempt to conceal hundredsiafusands of relevant and exculpating
documents — documents that ultimately defeateglnatiff's case.

The defendant sought sanctions. The court agre¢damctions were warranted,
finding that the defendant’s failure to conductibagarches prior to trial amounted to
the intentional withholding of documents. The caiehied the plaintiff's claim that
outside counsel should have given more guidanceslodld have more closely
supervised the scope of the pre-trial searchesgthd still found fault with external
counsel’s behaviour. The court stated: "Qualcomml&ge corporation with an
extensive legal staff; it clearly had the abilibyilentify the correct withesses and
determine the correct computers to search andrséamos to use. Qualcomm just
lacked the desire to do so."

The court found that the plaintiffs committed "mamental and intentional” discovery
violations for failing to produce thousands of dioants requested in discovery. The
court ordered fourteen internal and external colulesagppear at a hearing to show cause
as to why sanctions should not be imposed. Thet aoposed monetary sanctions of
US$8,568,633.24 on the defendant, but did not impesnetary sanctions on outside
counsel. Stating, however, that "[a]ttorneys maketresponsibility for ensuring that
their clients conduct a comprehensive and apprepdacument search”, the court
referred six of the defendant’s outside lawyerth®California Bar for investigation of
ethical violations.

The court also ordered the outside attorneys amdéfendant’s employees and in-
house counsel to participate in a "Case ReviewEaridrcement of Discovery
Obligations" or CREDO programme. The court belietreat participation in this
programme may deter future discovery miscondugirbyiding a "road map" to assist
in understanding ethical obligations during thecdigry process as well as establish a
turning point for increased ethical conduct in phactice of law. In April 2008, the
attorneys were still conducting the CREDO programme

Initially, the magistrate judge had refused to pgethe client’s attorney-client privilege
based on the self-defense exception, as the owtmmeys requested. However, during
the many hearings and the court's many attemptssilve these issues and this case,
the plaintiff paid the entire amount of sanctioasd in defending its own conduct,

made declarations creating an adversarial reldtiprisetween the client and its former
attorney. The court reversed the magistrate’s juelgrim part and remanded it,
instructing the court to allow the outside attorméy fully defend themselves against
their (former) client?



Finally, further developments in the well-knowtorgan Stanleyase are worth
mentioning. Please recall that in Coleman (Parddotilings, Inc. v. Morgan Stanley &
Co., Inc, 2005 WL 679071 (Fla. Cir. Ct. Mar. 1, 2005), syjawarded the plaintiff
more than US 1.5 billion following an adverse ieigce jury instruction based on
Morgan Stanley's practice of overwriting e-mailemgv12 months (in violation of
federal regulations that required the firm to netimails for two years). In addition to
overwriting e-mails, the defendant failed to proelb@ckup tapes, failed to conduct
court ordered searches for documents, and failgdouce responsive documents in a
timely fashion — all of this after having servedveorn notice of compliance with the
court’s e-Discovery Order.

At the time of issuing its certification of comptiee, the defendant was still in
possession of more than 1,400 backup tapes comgailata not yet processed or
produced? In March 2007, the Florida state appellate coawersed the US$1.58

billion judgment against Morgan Stanley, in Mordgatanley & Co., Inc. v. Coleman
(Parent) Holdings, Inc., 2007 WL 837221 (Fla. Agih Dist. Mar. 21, 2007), on the
grounds that the plaintiff failed to prove compdnsadamages. In December 2007, the
Florida Supreme Court denied review and indicalbetl ho motion for rehearing would
be entertained. The appellate courts never redtieeel Discovery issues in their review
of the case.

As can be seen from the above examples, the lasactions for e-Discovery abuse
continues to develop and warrants close monitaimdjconsideration of internal
policies before and during the conduct of litigatio

11. International aspects of e-Discovery

Though not as fully developed, the jurisprudencéheninternational aspects of e-
Discovery is gaining in practical importance. Natyocan US e-Discovery potentially
reach international corporations when the entity ddrect party to an action, but it can
also in theory reach non-US parent and subsidianyarations and affiliates not
directly involved in the litigation. Though intetin@nal choice of law and evidence-
gathering treaty restrictions apply, some attorragsarguing (sometimes successfully)
that e-Discovery requests can and do reach bey&iddiders.

For example, a federal magistrate judge invitedrtigosition of discovery sanctions
against the Kingdom of Spain, holding that it haidefd to meet its obligations under the
US Federal Rules to preserve and produce electdmaicments and e-maee Reino

de Espana v. Am. Bureau of ShippiR@06 WL 3208579 (S.D.N.Y. Nov. 3, 2006). The
ReinoDe Espanadecision shows that litigants — even foreign gowents — must be
prepared to address the preservation and potelg@dvery of e-mail and other ESI, not
just during discovery, but perhaps well beforgyétion actually commences, regardless
of where the discoverable information might be fun

The case arose from the casualty of the Bingstigeand the resulting oil spill off the
coast of Spain. Initially, the defendant served@ewanging document request on the
plaintiff, the Spanish government, requesting ttaglpction of e-mail and other ESI



created around the time of the accident from owdwzen different Spanish government
agencies. After the defendant complained that Ei@tdf’s initial production of
electronic documents was deficient, the plaintitipised to produce all non-privileged
responsive electronic records.

Thereatfter, the defendant narrowed its requestiesiqng production of e-mail and
electronic documents from 98 individuals and fiftg@vernment e-mail addresses. In
response, the plaintiff produced only 62 e-mailse @efendant filed a motion to
compel, asserting that the plaintiff had eithertids®d or failed to adequately preserve
relevant electronic information. The plaintiff cdared that the electronic records
sought by the defendant simply did not exist.

The court held an extensive evidentiary hearingum@igg the plaintiff's e-mail systems
before ruling that the electronic records at idsa likely existed at one point, but that
the lack of electronic document production resufted the plaintiff's failure to locate,
preserve, and produce electronic evidence in aaoocmlwith its obligations under the
US Federal Rules even prior to the e-Discovery amamts coming into force. The
court granted the defendant’s motion to compeldiretted the defendant to apply for
an appropriate sanction.

The court’s key rulings included the following:

« The court rejected the plaintiff’s argument that tocument request was
overbroad and described the defendant’s narrowseest for a search of 98
individual e-mail accounts and 15 government e-mailresses as "targeted and
focused." The plaintiff had proposed a limitatidrdscovery to two specific
agencies, but the court rejected this proposataokla very broad view of the
proper scope of discovery. The Spanish agencies amgparently not connected
to a single, centralised server, meaning that eckdar discoverable records
would require the plaintiff to search individualneputers and e-mail accounts.
Still, the court found that such efforts were regdiunder the US Federal Rules.

« The court also appeared to require a prompt anacpive@ approach to document
preservation in the international context. Accogdia the court, the Spanish
Merchant Marine should have conducted "a diligestalery search of all
possible sources from the onset," instead of rglyipon voluntary disclosure
and production of electronic documents by employ&he court described
another Spanish agency’s notice directing emploj@gsluntarily preserve
records as "untimely,"” and noted with disapprofal the agency had failed to
actively oversee the process. Moreover, the coditated that the agency’s
normal document retention policy was insufficiemfulfil its discovery
obligations, where under that policy "[ijndividusders determine how long e-
mails are preserved" and "[ijndividual users aspomsible for downloading
their e-mails and electronic records, and storivegrt.”

« The court also implied that a litigant — even aign one — should bear in mind
its potential document retention obligations untierUS Federal Rules, perhaps
even before litigation actually commences. The tasserted that under the US
Federal Rules, a litigant "is obliged to preserlevant records” even in the
absence of a document request specifically adagsise issues for
preservation.



+ Notably, the court disregarded the plaintiff's argant that Spanish and EU
privacy laws prevented disclosure of the electralmcuments at issue, stating
that the litigation was brought in the Southerntiias of New York rather than
Spain and noting that under the US Federal Rul@ast"incumbent upon [the
plaintiff] to identify and preserve relevant documsgion related to its claims."”

Regardless of whether or not sanctions for e-Disppviolations are ultimately
imposed in the above case involving a foreign pifijimon-US companies doing
business in the US as well as overseas dependeridiks corporations may well be
subject to the new e-Discovery rules and standsirdald they be hailed in front of US
courts. In the past, US courts have actively imgdke burden of global discovery on
international litigants coming before them, desfutedamental opposition from both
governments outside the US and their constituemipemies.

On the other hand, for the foreign corporate dedencensuring that day-to-day
business can continue uninterrupted and withouti@rmlirden is necessarily
tantamount to their obligations related to discguara US product liability case.
Unfortunately, international corporations wouldilb@dvised to simply ignore this new
challenge.

Generally, opposition to global discovery is ofteased on legal and cultural
differences that global practitioners and cliemaised with the new, even more intrusive
US e-Discovery regime must take into considerati@r.example, the role of the judge
and lawyer are often starkly different in commow kgersus civil law jurisdictions.

In common law jurisdictions, the judge acts as atnad referee, and the attorneys take a
more adversarial and proactive role in develophegdase and moving it forward. In

civil law countries, by contrast, one or more jusigee often active in a case,
determining what is discoverable and necessarthtoprosecution of that particular
case.

In addition, a number of civil law jurisdictions\eprivacy laws or even specific
blocking statutes that prevent the transfer ofazeninformation out of the jurisdiction —
and to the US. Regardless of these statutes, m&mngyourts will still expect and
demand global discovery from internationally-actpagties to US litigation. The
practitioner must therefore attempt the often diffi task of ensuring that US
obligations are met in a product liability claim ¥ehat the same time not violating the
laws of the place the discovery is sought.

This may require the personal consent of the awdhermails, for example, or
extensive filing and liaising with governmental ages to ensure the proper and
confidential treatment of "personal” data — whishfor example, often liberally
construed by non-US courts to include any datatifyemy the person or his location.

Presently, no concrete, binding methods exist lidaioing e-Discovery outside of the
US for use in US litigation. One method for obtagiiscovery internationally is via
the Hague Convention of March 18, 1970 on the TgkinEvidence Abroad in Civil or
Commercial Matters, which provides the rules aratedures for obtaining evidence
outside of one’s home jurisdiction. A threshold sfuens is, of course, whether the
country from which you are seeking discovery isgaatory to the Convention.



If so, the requesting party must strictly followethpecific procedures provided in order
to request discovery via diplomatic channels. Ilditwh, the requests must also strictly
comply with local discovery rules, which may lirtiie information available,
regardless of whether or not the country is a $@myaFurther, there are no direct
methods of enforcement.

In addition to the Hague Convention on Evidence,ithernational practitioner must
also take into consideration privacy issues. Fangde, European Directive 95/46/EC
prohibits the transfer of personal information adegsof the EU unless the country
receiving the information provides an "adequatell@y protection” for individuals in
the processing of personal information. The USés@ntly not considered to provide
adequate privacy protections. These and otheraggns may bar making a mirror-
image of your non-US client’'s ESI and taking ithe US for segregation, preservation,
review, and production. Often times, offering ret@cmayovercome privacy issues —
but, for example, only if the affected party andiyopponent agre®e.

Though incumbent upon any practitioner, practitrsngith a multi-jurisdictional,
international practice should take special cara@lviate any such concerns. An
international discovery request is likely to medtvgreater success if accompanied by
a degree of specificity virtually unknown in the U3ne should attempt to identify
what documents one wants from whom or face rejectdhe border and the door of
the party.

Practitioners should also be aware that web-badeidavery platforms may already
violate some non-US data privacy and transfer ldvesmply may be illegal to transfer
data to the US under current international priviaeys — and random "fishing" for
information to support a claim may already violsieh international civil and criminal
laws and customs.

In addition, the international litigator will ofteadso face language and other cultural
barriers, exacerbated by the "new" terminology eissed with e-Discovery. Many
international corporations find the US pre-trigda@ivery process intrusive and
burdensome. Many are not familiar with or prepacedeal with the adversarial nature
of proceedings or the large-scale of discovery.

Effective e-Discovery practice on an internatiosedle will necessarily require more
time and effort in explaining to non-US clients wihigy need to accept and support
effective e-Discovery — especially with respectite many foreign employees who
counsel will need to assist them in this importanoicess.

For example, in issuing an effective litigation dhahon-US entities must take into
consideration not only vastly different legal frammeks and traditions, but also
different cultural norms and expectations. Cultsextsitivity and awareness can be of
critical importance. And it goes without sayingtthay litigation hold must follow local
laws regarding document retention and destruckarnther, employees may have
privacy rights — whether real or perceived — vigaldaw, a specific employment
contract or through the works council to informatmn their employer-issued technical
equipment, especially if the employer expects neofie., which may include after-
hours and private) communication from and witreitsployees.



For example in Australia, the Workplace Surveilladct of 2005 makes it illegal to
monitor employee e-mail activity without prior neito the employee unless the
employer has a strong suspicion of criminal agtivBuch laws add a new wrinkle to
issuing a global litigation hold or even implemegtian effective document retention
and destruction policy. In addition, the efficiemd effective use of e-Discovery
technologies will require early consultation witkents and vendors, especially in
countries not using the Latin alphabet, and wkkly require a vendor with Unicode
deduplication and "near duplicate” comparison céaipiaks.

And finally, in our zeal to represent our clients, often the most basic things that we
forget — the international practitioner should aksice into consideration local customs
and holidays. It's not just efficient, best praeBdor managing a case, it's also simply
the right thing to do.

12. Conclusion

International Electronic Discovery remains an ergiand constantly evolving aspect
of product liability litigation worldwide that thieternational practitioner must take into
consideration. Often times, it will be necessargdoperate with or even engage local
counsel to assist in overcoming the hurdles an@rstanding the nuances incumbent to
International Electronic Discovery.

Though courts and other entities continue to dgvetncrete rules, case law and
guidance on e-Discovery practice, much of the lathis area remains to be developed.
As such, clients and counsel have to actively rarabreast of this ever-changing
aspect of the modern, high-tech practice of law.

Endnotes

! During 2003 and 2004, Judge Shira A. ScheindlithefUS District Court for the
Southern District of New York issued a series g&fgioundbreaking opinions in the
case oZubulake v UBS WarburgheZubulakedecisions were the seminal rulings in
the US on a wide range of e-Discovery issues, dioly

« the scope of a party's duty to preserve electrevidence during the course of
litigation;

« alawyer's duty to monitor their clients' compliarwith electronic data
preservation and production;

« data sampling;

+ the ability for the disclosing party to shift thests of restoring "inaccessible"
backup tapes to the requesting party; and

+ the imposition of sanctions for the spoliation desstruction) of electronic
evidence.



This article will not extensively treat but insteadl attempt to take the reader beyond
theZubulakedecisions in an attempt to describe the curren¢sif-the-law in the US
on key e-Discovery subjects. Full legal citatiorey@omitted in this Chapter for the
sake of brevity. All law as stated herein is bedig\by the author to be current as of
May 1, 2008.

2 The amendment to Rule 16 requires the court tolaég e-Discovery via scheduling
order and include any agreements reached by thiesparhe amendments to Rule 26
require counsel to confront e-Discovery issueb@tery earliest stages of litigation
during an early meet-and-confer process. The amentnto Rule 33 contemplate a
new cost-shifting scheme away from the burden bplaged only on the producing
party toward the parties sharing the burdens adiyction.

Rule 34 was amended to create a new category df@héc discovery separate from the
categories "documents” and "things," an amendmérthwrecognises the unique nature
of ESI. Under Rule 34, a requesting party may $pélee form of production and a
responding party may object to the same. Ultimathly responding party may produce
the information in the form in which it is ordingrimaintained or in a reasonably usable
form, meaning that the responding party must pm@ tools necessary for the
information and data to be accessed. The amendrteRise 37 provide somewhat of

a safe-harbour for a responding party — abseniap@icumstances, the court may not
impose sanctions for the failure to provide eledirally stored in formation destroyed
as a result of the routine, good-faith operatioarmklectronic information system.

Though often overlooked, Rule 37 also providesstorctions for failing to participate
in good faith in the Rule 26 and meet and confef@@nces required under the rules.
Finally, Rule 45 allows federal judges to issuemménas specifically for electronic
documents.

Please also note that as of December 1, 2007,3h®upreme Court renumbered the Rule 37 (f) "sateou@’ provision to Rule
37(e). That renumbering was the result of a mdaneffort to rewrite the rules to improve theityls." The Court made the
revisions to “clarify and simplify" the rules "withit changing their substantive meaning." No makterCourt’s purported intent to
not change the rules’ meaning, the perhaps unietérffect was to at least change their emphagiaris.See e.g.Rule 26(f),
which now places a greater emphasis on meetingad ¢pith to agree on a discovery plan, which #ikife to do can lead to
sanctions under new Rule 37@f. In re Seroquel Prods. Liab. Litjg2007 WL 2412946 (M.D. Fla. Aug. 21, 2007) (inding that
"identifying relevant records and working out teicah methods for their production iscaoperative undertakingot part of the
adversarial give and take...." (emph. added).

% The District of Alaska, Eastern and Western Dissrbf Arkansas, the Northern
District of California, the District of Coloraddye District of Connecticut, the District
of Delaware, the Middle and Southern Districts lofrféa, the Southern District of
Georgia, the Central District of Illinois, the Niogrn and Southern Districts of Indiana,
the Northern and Southern Districts of lowa, thetfit of Kansas, the District of
Maryland, the District of Missouri, the District bfew Hampshire, the District of New
Jersey, the Southern and Eastern Districts of Nevk, Ythe Western District of North
Carolina, the Northern and Southern Districts ofdQthe Eastern, Middle and Western
Districts of Pennsylvania, the Eastern, Middle #velstern Districts of Tennessee, the
Eastern, Northern and Southern Districts of Tedtas District of Utah, the District of
Vermont, the Southern District of West Virginiadathe District of Wyoming all have



enacted local rules and/or guidelines dealing eiiscovery. The Court of Appeals
for the Ninth Circuit is also considering e-Discoyéocal rules.

“ In order to address data privacy issues, the WSEahagreed to a self-certification
process by which companies handling ESI from theaBté¢e to abide by certain
principles for handling personal information anded@ncluding ESI. Organisations that
participate in the safe harbour must comply withite requirements and publicly
declare in writing that they do so.

The organisation must state in its published pgvaalicy statement that it adheres to
the safe harbour and its requirements, includsm@gadtice, choice, access and
enforcement provisions. The US Department of Coramaraintains a list of all
organisations that file self-certification lettensd makes both the list and the self-
certification letters publicly available. Many esdovery vendors have self-certified
under the safe harbour regime.

® The Advisory Committee factors cited by the cau: (1) the specificity of the
discovery request; (2) the quantity of informaterailable from other and more easily
accessed sources; (3) the failure to produce netentormation that seems likely to
have existed but is no longer available on morédyeascessed sources; (4) the
likelihood of finding relevant responsive informatithat cannot be obtained from
other, more easily accessed sources; (5) predscieno the importance and usefulness
of the further information; (6) the importance bétissues at stake in the litigation; and
(7) the parties' resources.

® But see Clearone Communications, Inc. v. Chi@§8 WL 704288 (D. Utah Mar.
10, 2008), (declining to sanction a technology camypfor its failure to produce a
"smoking gun" e-mail, a copy of which was produbgda co-defendant during
discovery, where the non-producing defendant’sleegermail system did not save
copies of sent mail).

" In fact, readily-available on-line products sushMetadata Scrubb@t, Doc
Scrubbel", Metadata Assistalf, and Evidence Eliminat8¥ can be purchased and
used to "cleanse" electronic documents of metalditéle the scrubbing of metadata is
generally permissible outside of the context opecsic litigation, the scrubbing of
metadata can constitute spoliation if the metaatiae subject of a litigation hold or
otherwise discoverable in litigatio8ee, e.g., Arista Records, LLC v. Tschirh2006
WL 2728927 (W.D. Tex. Aug. 23, 2006ee also Elec. Funds Solutions v. Murphy,
134 Cal. App. % 1161 (2005) (finding default judgment proper afteshowing that
defendants ran data scrubbing software during desg?.

8 Cf. PSEG Power New York, Inc. v. Alberici Constoustinc, 2007 WL 2687670
(N.D.N.Y. Sep. 7, 2007), infra at Endnote 11. In January 2007, the Magistjudge
explained his reasoning in not awarding sanctigasnst the defendant in the Williams
case See Williams v. Sprint/United Mgmt. Co., 2007 WA32D (D. Kan. Jan. 23,
2007)

% See Autotech Techs. Ltd. v. Automationdirect.com,2008 WL 902957 (N.D. Il.
Apr. 2, 2008) (holding that the plaintiff need pebduce a word processing document
in its "native format" with the metadata intact,emb the plaintiff had produced the



document as a PDF and in hard copy and the fatteeafocument itself included a
"Document Modification History" and where the defant neither specified the form of
production nor did it request the production of adketta at the time of its initial
requests)P'Onofrio v. SFX Sports Group, In@47 F.R.D. 43, 48 (D.D.C.2008)
(holding that metadata need not be produced shreesjuesting party failed to
specifically mention metadata in its original resiis¢; Kentucky Speedway, LLC v.
Nat'l Ass’n of Stock Car Auto Racing, In2006 US Dist. LEXIS 92028, at *21-23
(Dec. 18, 2006) (ruling that Rule 34(b) does nquiee the production of metadata
absent a showing of a particularised need, anththge to raise the issue prior to
production waives the opportunity to object: "[T]issue of whether metadata is
relevant or should be produced is one which ordinahould be addressed by the
parties in a Rule 26(f) conference.").

See also Wyeth v. Impax LaB006 WL 3091331, at *2 (D. Del. Oct. 26, 200&jlifrg
that production in native format was not requinedhe absence of foreseeable or
necessary requirement for accessing metadatayird, THE SEDONA PRINCIPLES:
BEST PRACTICES RECOMMENDATIONS & PRINCIPLES FOR ARESSING
ELECTRONIC DOCUMENT PRODUCTION, Principle 12, (JW®@05), available at
http://www.thesedonaconference.org ("Unless it &aral to resolving the dispute,
there is no obligation to preserve and produce da¢eabsent agreement of the parties
or order of the court.").

9 Richmark Corp. v. Timber Falling Consultan®§9 F.2d 1468, 1474 (9th Cir.1992)
(citations and internal quotations omitteSge generally Societe Nationale Industrielle
Aerospatiale v. U.S. Dist. Ct for the S. Dist.@if 482 U.S. 522(1987).

1See, e.g., PSEG Power New York, Inc. v. Albericis@actors, Inc.2007 WL
2687670 (N.D.N.Y. &. 7, 2007) (holding the plaintiff and counsel responsibledor
software glitch that led to the "divorce" of e-nsa@nd attachments in a production of
ESI and ordering the re-production of the documeuritis the e-mails and attachments
"married" — at an estimated cost of between USERV¢hd US$206,000).

12 australian Federal Court Rules O1, r4.

13 The factors are: (1) the specificity of the disegurequests; (2) the likelihood of
discovering critical information; (3) the availabjilof such information from other
sources; (4) the purpose for which the respondartypnaintains the requested data,
(5) the relative benefit to the parties of obtagnihe information; (6) the total cost
associated with the production; (7) the relativitstof each party to control costs and
its incentive to do so; and (8) the resources abkelto each party. Each factor was
weighted, with factors 1-3 carrying more influerthan the other factors, even though
all factors were deemed important.

14 In formulating this factor, the court followddcPeek v. Ashcrgff02 F.R.D. 31
(D.D.C. 2001), where the court ordered the prodyparty to restore the electronic
data at issue, to "carefully document the time motey spent,” in doing so, to search
the restored data for responsive documents, atfde@ comprehensive, sworn
certification of the time and money spent and #salts of the search.”



15 The factors are, in order of weight given: (1) éx¢ent to which the request is
specifically tailored to discover relevant infornaat, (2) the availability of such
information from other sources; (3) the total aafsproduction, compared to the amount
in controversy; (4) the total cost of productioampared to the resources available to
each party; (5) the relative ability of each padyontrol costs and its incentive to do
so; (6) the importance of the issues at stakedritigation; and (7) the relative benefits
to the parties of obtaining the information.

18 SeeEndnote 5supra for the Advisory Committee factors.

7 Likewise, inLytle v. Ford Motor Cq.2003 WL 23855089 (Ind. Cir. Ct. Apr. 19,
2003) (unpublished), the court denied a plaintrifguest "to go into Ford's databases
and look for any relevant information that mighttbere,"” finding the request for
production to be overbroad and unduly burdensduésee, e.g., GTFM, Inc. v. Wal-
Mart, 2000 WL 1693615 (S.D.N.Y. Nov. 09, 2000) (theeshefant’s failure to produce
data or provide and accurate description of theprger system led to an order allowing
the plaintiff's lawyer and expert to examine théemelant’'s computer system to look for
the requested information at the defendant’s ex@ens

18 For cases prior to February 1, 2007, please tefére 2007 “International Electronic
Discovery" chapter iffhe International Comparative Legal Guide to: Protiliability
2007,published by Global Legal Group Ltd, London. Fases prior to June 1, 2006,
please refer to the 2006 "International Electrddimcovery” chapter ifhe
International Comparative Legal Guide to: Producalility 2006 published by Global
Legal Group Ltd, London.

19 See als®@Qualcomm Inc. v. Broadcom Cor(06 WL 5201392 (S.D.Cal. Dec 14,
2006); Qualcomm Inc. v. Broadcom Corp., 2006 WL@EHL (S.D.Cal. Dec 20, 2006);
Qualcomm, Inc. v. Broadcom Cor2007 WL 1031373 (S.D.Cal. Mar. 21, 2007);
Qualcomm, Inc. v. Broadcom Cor@gQ07 WL 2261799 (S.D.Cal. Aug. 6, 2007);
Qualcomm, Inc. v. Broadcom Cor@007 WL 2296441 (S.D.Cal. Aug. 6, 2007);
Qualcomm, Inc. v. Broadcom Cor@Q07 WL 2900537 (S.D.Cal Sept. 28, 2007);
Qualcomm Inc. v. Broadcom Cor@20Q07 WL 4351017 (S.D.Cal. Dec 11, 2007);
Qualcomm, Inc. v. Broadcom CorgQ08 WL 66932 (S.D.Cal. Jan. 7, 2008).

%0 See als€oleman (Parent) Holdings, Inc. v. Morgan Stanle€ &, Inc.,2005 WL
674885 (Fla. Cir. Ct. Mar. 23, 200%}pleman (Parent) Holdings, Inc. v. Morgan
Stanley & Co., Inc.No. CA 03-5045 Al (Fla. Cir. Ct. Jun. 23, 2005)véading
prejudgment interest of US$ 207 million).
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